
Broader Ecosystem :
5G Berlin

ALFONS MITTERMAIER | highstreet technologies



Innovationscluster 5G BERLIN e.V.

@ the i14y LAB Summit 2022

June 9th, 2022



2

Innovationscluster 5G Berlin e.V.

Non-profit association acc. to German law

Founded in 2018

Operates a 5G test network (3.7 – 3.8 GHz) on the TU Berlin / Fraunhofer HHI campus

Hosts research projects like BMBF-sponsored OTB-5G+ and BMWK-sponsored CampusOS

Addresses both public and private 5G networks...

... and the interaction between public and private 5G networks.



3

5G Berlin test network being built as part of 
BMBF-sponsored project OTB-5G+
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OSNL – The Open SDN & NFV Lab
Loose consortium of primarily small and medium enterprises jointly commercializing research 
results in the realm of open and programmable networks.

Test and integration lab in the center of Berlin connected to 5G Berlin test network by dark fibers.
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Integration of 5G Berlin, CampusOS,
i14y LAB and the OSNL
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Integration of 5G Berlin, CampusOS,
i14y LAB and the OSNL
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Integration in ONAP
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Architecture and Roadmap
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Germany-wide Network
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Network Slicing for Emergency Use Cases
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Network Slicing – From Intent to QoS
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Network Slicing Process
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Demo - Overview

POC Integrations Team:
HHI: Konstantin Koslowski, Sven Wittig ng4T: Thomas Patzelt
Micronova: Maximilian Heinemann  BananaGlue: Dr. Jan Winter
highstreet-technologies: Shabnam Sultana, Alexander Dehn

‚Einsatzleitung‘ (HHI-Hörsaal)
- Operator: FireApp
- Video-Auswertung

5G

‚Einsatzort‘ (HHI-Hof)
- ‚Mitarbeiter FW‘ redzinc handsfree camera
Robustel 5G Router
- ‚Bürger‘ mit redzinc handsfree camera
Hua P40pro
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Demo – Teil 1
ZIEL: Aktivierung und Deaktivierung eines priorisierten ‚Emergency 5G Netzwerk Slices‘ über die FireApp.
Nachweis der verfügbaren (Upstream) Bandbreite über Messung von Lastgeneratoren auf den Endgeräten

(1)

1) Emergency Slice ist deaktiviert
Bürger hat hohe Bandbreite

2) FireApp: Bereitstellung QoS
Emergency Slice aktiviert

3) Hohe Bandbreite für Einsatzkräfte
Niedrige Bandbreite für Bürger

4) FireApp: QoS Anforderung aufgehoben 
5) Emergency Slice deaktiviert

Bürger erhält wieder hohe Bandbreite

Bandbreite
Mbit/s

(3) (4) (5)(2)
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HHI Hörsaal: Videowand
Übertragung von BlueEye Webservice

Demo – Teil 2
ZIEL: Bereitstellung eines priorisierten ‚Emergency Slices‘ über FireApp.
Videoübertragung vom ‚Einsatzort‘ mit hohem QoS über Emergency Slice
Videoübertragung vom ,Einsatzort‘ durch einen Unbeteiligten mit niedrigem QoS über den Standard-Slice 

1) Emergency Slice deaktiviert
Bürger-Video: hohe Auflösung
FW-Video: Aus

2) FireApp: Bereitstellung QoS
Emergency Slice aktiviert

3) Bürger-Video: schlechtere Auflösung
FW-Video: hohe Auflösung

Video Mitarbeiter FW
moritz.kund

1920 x 1080 4.426 kBit/s

Video Bürger
michael.duerre

640 x 480  259 kbits/sec
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Feedback and Next Steps

Applications
• Drones
• Ad-hoc networks (nomadic nodes)
• ...

QoS of 5G network slices
• Data rate (up- / down-link), latency, availability, coverage ...
• Arbitration of services in situations of scarce resources
• Do we need a digital twin for knowing in advance what we can get where?

Interface between emergency organizations and Service Management & Orchestration
• Fire fighters, first responders, BDBOS ... <-> Mobile Network Operators

Multi-operator network slices

Collaboration with other 5G projects



Join us!
5G-BERLIN.org
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• ORAN Security

• Telecommunication Crypto 101

• Quantum Computing  Crypto

• Results for Milenage (crypto backbone of TelCo world)

• Implications for 6G

Agenda
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Definition: (Computer) Security

• Two views on it:

1. Intersection of …

2. (Computer) Security deals with the prevention 
and detection of unauthorized actions by users 
or others of a System.

ORAN Security
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• Sure, ORAN Security 
is a wide, complex, 
and new field!

• Openess caused
already in Android 
phones trouble!

• But where to start to
meet the definition?

ORAN Security
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• Some initial work did some theoretical & „claimish“ 
investigation:

ORAN Security
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• Some initial work did some theoretical & „claimish“ 
investigation:

ORAN Security
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• Some real ORAN Security work:

ORAN Security
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Usually the strongest
weapon in 
(computer) security
is for good reasons
still:

CRYPTOGRAPHY

ORAN Security
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Crypto of 
cellular world is
defined by ETSI 
and 3GPP 
standardization
bodies:

Telecommunication Crypto 101
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The entire cryptography 
of contemporary cellular 
networks is centered 
around seven secret-key
algorithms 

aggregated into a single 
“Authentication and Key    
Agreement" known as 
AKA algorithm set.

Telecommunication Crypto 101
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Known result: The algorithms                                  of the 
AKA set are provably secure by all means in the 
classical (i.e., non-quantum) world, … 

Telecommunication Crypto 101

BUT it is envisioned that 6G

„… cannot be broken even 
by quantum computers of 
arbitrary complexity.”
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Why Quantum Computing  Crypto ???

1994: Shor´s factorization algorithm
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Rivest, Shamir, Adleman – The RSA PK Encryption/Signature system

• The RSA scheme (due to Rivest, Shamir and Adleman) 
is the current de-facto standard (ANSI X9.62, etc.) for 
Public Key Encryption and protects almost all of our 
entire digital life in various forms & govt. secrets.
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Summary of Shor´s paper wrt. security of RSA 
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Michele Mosca
[Oxford 1996]: 

“20 qubits in 20 years”

NIST
[NIST April 2015, ISACA September 2015]: 

“1/7 chance of breaking RSA-2048 by 2026, 
½ chance by 2031”

Anticipated timeline of QCs
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Remember:?

The entire
cryptography of 
contemporary cellular 
networks is centered 
on secret-key
algorithms = AKA set 
and not at all solvable 
by Shor’s QC algorithm.

Is ETSI lucky?

Implications for ETSI = MILENAGE = AKA?

Hard research question:
• Are existing, but small & noisy

Quantum Computers a threat for 
ETSI?



Technische Universität Berlin

20

Remember:?

The entire
cryptography of 
contemporary cellular 
networks is centered 
on secret-key
algorithms = AKA set 
and not at all solvable 
by Shor’s QC algorithm.

Is ETSI lucky?

Implications for ETSI = MILENAGE = AKA?
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Are existing, but small & 
noisy Quantum Computers 
a threat for ETSI?
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• ORAN Security

• Telecommunication Crypto 101

• Quantum Computing  Crypto

• Results for Milenage (crypto backbone of TelCo world)

• Implications for 6G
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Quantum Cryptanalysis of Milenage =

EK = AES,                                      AES = Advanced Encryption Standard
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Results of our Quantum Cryptanalysis of Milenage
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• Our attacks require only a very small number of qubits (256 + ) contrary 
to algorithms breaking RSA, highlighting the imminent danger of the 
quantum threat towards Milenage.

• The security of symmetric key cryptography against quantum adversaries 
is not ensured by doubling the key size, contrary to popular belief.

• We gave strong evidence against choosing Milenage as the cryptographic 
cipher underpinning the security of quantum resistant telecommunication 
networks.

• What security guarantees suffice and what kind of quantum adversary 
models should be used in quantum security considerations for cellular 6G 
networks?

Summary
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Technische Universität Berlin
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Questions?



Technische Universität Berlin
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Backup



Disaggregation & Digital 
Twinning

HEIKO LEHMANN | Deutsche Telekom
Senior Expert Machine Learning
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Disaggregate Networks 
& Digital Twinning



Agenda

… the solution to (nearly) 
all the problems of design 
& development in complex 
settings, 

or, 

… a trendy, ill-defined 
term which is prone to 
create illusions.

The promise of 
Digital Twins. 

What may we ask the 
Digital Twin?

What do we need to do for 
it to answer sensibly?

In Disaggregate Network 
context, which building 
blocks can we start with?



Digital Twin – Definitory Problems
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Wikipedia says: A digital twin is a virtual representation that serves as the real-time digital counterpart of a physical 
object or process.

• But, virtual representation of what?

• shape → 3D model

• dynamical properties →mass density, material, joints, 
(short time scale) heat transport, molecular structure

• dynamical properties → aging, material fatigue, chemical reactions,
(long time scale) inhomogeneity forming

Conclusion: true virtual twinning is an illusion. It takes clean scoping to devise useful tools. 



Digital Twin in Telco - System Scale Evaluation
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Interoperability: Functional 
testing in a lab set-up.

Digital Twin to complementally 
evaluate systemic behaviour. 

RRH

Fronthaul

BBU  

Core 

Channel, Radio, 
Spectrum, Antenna 

SON 

Near / Non RT RIC 
Controller

• Use case(s)

IP Stack

ML interface

KPI interface

Mobility, RLC, RRC, 
QoS, MAC, PDCP 

ORAN 
Interfaces 

Scenarios 

UE 

Applications

Already there (green), extension required
(blue), not there (red)

Required Extensions:
• RAN Dissagregation

• Energy consumption
• Signal processing load (GOPS)

• Fronthaul limited-capacity effects
• Virtual BBU allocation

• Cell-load computation
• KPI generation and management

But is it really a 
Digital Twin? 
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physics, topology

• electromagnetic wave propagation for 
different channels

• fine-grained topology modelling 
(surfaces, scattering etc.)

d
at

a 
ne

ed

• 3D digital maps
• antenna / radio specifics

q
ue

st
io

ns

• customer-centric planning tool
• optimal positioning and configuration 

of radio resources

architecture

• ORAN interfaces
• disaggregation specifics
• binding in of RIC / SMO and SW 

residing there (apps)

• ORAN specs
• x/rApps IO
• cell-wise KPIs 

• optimal ORAN configuration
• systemic App behaviour
• virtualization effects
• overall efficiency (e.g. energy 

consumption)

abstraction

Basic Question: What is the 
Network Twin basically for? 
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static

• use DTw as true representation of the 
real world (meaning as true as feasibly 
possible)

d
at

a 
ne

ed

• DTw as „HD“ snapshot of the real 
world: capture as much detail as 
possible

• which will be a nuisance

q
ue

st
io

ns

• data capture
• data logistics

dynamic

• „equations of motion“: capture as 
precisely as possible the dynamics 
drivers in ORAN-flavoured campus 
networks

• abstraction conventions

• abstracted (according to convention) 
state data 

• with state of system at t0 given, what is 
the system state at t0 + t ?

map vs. model

Basic Question: Do we want an 
indefinitely zoomable map of the 
real world as it is at a given time, 

or, do we want a simulation 
engine? If we want both, how do 
we combine the requirements? 
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model learn

capturing the dynamics

Basic Dilemma: models may be 
bad, learning never exceeds the 

experience set. 

• “An exact formula is equivalent to an 
infinite amount of computing time.”
N.H. March

• mapping of sets which are always 
limited. 



Utility Discussion: Logical Inconsistency
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non-RT RIC

rAppi (objective fni) rAppj (objective fnj)…

Action Spacei Action Spacej

conflict potential

• Sometimes, the apparent simplicity of cleanly 
decoupled apps is misleading. 

• Our approach: 

• A system-scale Network Simulator and cutting edge 
ML to quantitatively evaluate conflicts,

• and suggest mediation strategies.

• Formula: ORAN specs + Causality Modelling + ns3



Utility Discussion: Optimization
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▪ Load-Adaptive Mode in RAN: We predict ‘robust’ upper 
bounds on cell-load in the network.

▪ Statistical guarantees: Optimization based on these 
upper bounds is unlikely to result in violation of network 
QoS.

▪ Global Optimization: Switch OFF cells that 
1. show low expected cell-load locally (existing 

method),
2. minimize global network power consumption 

(our extension).
▪ Robustness: Ensure QoS –

1. switch ON cells if there is a sudden increase in 
network load (existing method),

2. keep such oscillations to a minimum (our 
method).



Utility Discussion: Optimization
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• While the ms time scale is the one where stable 
and robust operation is secured, 

• the non-RT scale is where network efficiency and 
systemic optimisation are decided:

• non-local effects for overarching 
optimisation (as seen in the power save case)

• proactive control (forecasts are non-locality 
in time)

• possibly, an instance for conflict mediation 
(to be addressed in nonRT RIC / SMO conext)

𝑃 𝜌 𝑥 ⟶ 𝑃𝑅𝑅𝐻 𝑥𝑡𝑟𝑎𝑓𝑓𝑖𝑐 + 𝑃𝐵𝐵𝑈(𝑥𝑐𝑙𝑜𝑢𝑑)

single RAN, 
locally 
optimizable

spatial 
distribution  of 
actual traffic

distribution of 
compute 
activity



Utility Discussion: Security 
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Utility Discussion: Security 
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Digital Twin in CampusOS – Preliminary Conclusions
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CampusOS Digital Twin (Suite)

Strive for a tool that helps to illustrate & configure customer offers:

• component catalogue reference

• reference architecture acknowledgment (real-world boundary conditions)

• configure to actual needs (nontrivial interplay of “map vs. model” and abstraction levels)

• selected problems of topology configuration and radio coverage

• avoid non-scalable tailor-made solutions

• …

Strive for a tool that has dynamic power:

• scenario analysis for possible but unlikely load situations (virtual benchmarking)

• scenario analyses e.g. for energy optimization (configuration-wise and mode-wise, i.e. 
“static vs. dynamic”)

• interaction modelling “given world” → campus network components

• catalogue of most relevant planning questions leads to modelling and mapping 
requirements

• …

▪ If and when we have 
done all this in a rigid 
way, we will have:

▪ defined modelling 
depth

▪ defined interfaces, 
splits, abstractions

▪ defined coarse-
graining levels of 
topology modelling
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Automated network 
configuration with gitlab-ci 
in the i14y Lab

JAN KLARE | BISDN
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Network config with GitLab CI/CD

© BISDN GmbH 2



The next 25 minutes

• some network config

• the idea behind configuration as code

• how we combine those in the i14y-lab

© BISDN GmbH 3



Which kind of config are we talking about?

• information which can't be:

• calculated

• learned

• discovered

© BISDN GmbH 4



A simple example from the testing lab

Test Device Vendor A Test Device Vendor BTHE ULTIMATE TESTER

1 3 5 7

2 4 6 8

1 3 5 7

2 4 6 8

1 3 5 7

2 4 6 8

1 3 5 7

2 4 6 8

© BISDN GmbH 5



And then: PLUGFEST!

Test Device Vendor A Test Device Vendor BTHE ULTIMATE TESTER

1 3 5 7

2 4 6 8

1 3 5 7

2 4 6 8

1 3 5 7

2 4 6 8

1 3 5 7

2 4 6 8

Test Device Vendor C

© BISDN GmbH 6



Test Device Vendor A Test Device Vendor BTHE ULTIMATE TESTER

1 3 5 7

2 4 6 8

1 3 5 7

2 4 6 8

1 3 5 7

2 4 6 8

1 3 5 7

2 4 6 8

Test Device Vendor C

What's so difficult about 
that?

• one device added

• config changes on

• 3 switches

• 6 ports

© BISDN GmbH 7



"Nach dem Plugfest ist vor dem 
Plugfest"

— freely adapted from Sepp Herberger

© BISDN GmbH 8



But didn't SDN and THE CLOUD solve that?

• some config is always needed

• the tooling changed

• network world opened up a bit

© BISDN GmbH 9



What is configuration as code?

• config handled like source code

• version controlled

• reviewed and merged

• automatically tested and deployed

© BISDN GmbH 10



How does this apply for networking?

• network config should:

• allow for a rollback

• always be reviewed before set

• be tested and automatically applied

© BISDN GmbH 11



Back to our example

© BISDN GmbH 12



Test Device Vendor A Test Device Vendor BTHE ULTIMATE TESTER

1 3 5 7

2 4 6 8

1 3 5 7

2 4 6 8

1 3 5 7

2 4 6 8

1 3 5 7

2 4 6 8

© BISDN GmbH 13



Test Device Vendor A Test Device Vendor BTHE ULTIMATE TESTER

1 3 5 7

2 4 6 8

1 3 5 7

2 4 6 8

1 3 5 7

2 4 6 8

1 3 5 7

2 4 6 8

Test Device Vendor C

© BISDN GmbH 14



Config change 1

port6.network 
    VLAN=yellow 
    VLAN=blue 
+  VLAN=red

port1.network 
   VLAN=blue

port7.network 
    VLAN=yellow 
+  VLAN=red

Test Device Vendor BTHE ULTIMATE TESTER

1 3 5 7

2 4 6 8

1 3 5 7

2 4 6 8

1 3 5 7

2 4 6 8

Test Device Vendor C

© BISDN GmbH 15



Config change 2

port5.network 
    VLAN=yellow 
    VLAN=blue 
+  VLAN=red

port2.network 
   VLAN=blue

port7.network 
    VLAN=yellow

port6.network 
+  VLAN=red

Test Device Vendor BTHE ULTIMATE TESTER

1 3 5 7

2 4 6 8

1 3 5 7

2 4 6 8

1 3 5 7

2 4 6 8

Test Device Vendor C

© BISDN GmbH 16



Config change 3

port2.network 
    VLAN=yellow 

port1.network 
+  VLAN=red

port7.network 
    VLAN=yellow 
+  VLAN=red

Test Device Vendor BTHE ULTIMATE TESTER

1 3 5 7

2 4 6 8

1 3 5 7

2 4 6 8

1 3 5 7

2 4 6 8

Test Device Vendor C

© BISDN GmbH 17



How does this look in real life ?

• updated docs at netbox.i14y-lab.com

• new merge request in gitlab.i14y-lab.com

• automatic GitLab CI/CD pipeline to deploy

© BISDN GmbH 18

https://gitlab.i14y-lab.com/ansible/network-config/-/merge_requests/3
https://gitlab.i14y-lab.com/ansible/network-config/-/pipelines


Summary

• some config is always needed

• configuration as code allows to version, review and test it

• GitLab CI/CD is a simple tool to automate the deployment

© BISDN GmbH 19



Onwards

• change the "blast radius"

• use some more sophisticated SDN

• onboard more resources

© BISDN GmbH 20



Questions ?

© BISDN GmbH 21



Thank You!


